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Abstract: To address the issue that users frequently reuse their weak passwords in password-based authentication system,
single password authentication based on secret sharing between server and mobile terminal (SPASS) was proposed,
which allows a remote user to use a single password to authenticate to multiple services securely and has no need to store
any secret of the user in the client PC. Even when the mobile device is lost or stolen, no damage to the user’s information
will be induced. Security analysis and performance test show that SPASS greatly improves the security of the user’s se-
cret information and resists dictionary attacks, honeypot attacks, cross-site scripting attacks etc. Furthermore, the pro-
posed scheme can lighten burden of the user’s memory, reduce the storage pressure and easy to be deployed.
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@ KA AAERE T BATIC KM sty (sid) -
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4 2L WY, response <~ MAC(K ,chal) . 1] CS &
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SKIE

4 SPASS AEHZREMIERE R

4.1 SPASS ARZLHZRIERYI 5

SPASS Ji AL FLUR 6 ML

1) userGen #idk: %5V T4 H S 4 name
T4 pwd.

2) register fidk:  H P AT HIXAN XU EMXE CS
ATV . 528, PC upks RENL™ 2 FIEE HH K
W HES F UKHPEE ¢ C—RRI%S
CS, CS friifizfa BARA.

3) store Fidk: MP f7fif PC i A= AR AF S
p2 M Ky, T PC i ANFRAEAAETE S, P A&l
{£ (name, pwd),

4) preAuth B : 2 P i PC A A HFH P 44 name
FIIT4 pwd, JHEB) MP A CS R UERC
CS % PC K 1% C ¥kl f% B chal.

5) retrieve FiHt: PC %% ;i fil 2 1k % S0AE B
135 Ky, I MP 1435 K,, BEIN PC %5 S i 7]
TR HINIEZH K

6) authenticate #5itt: PC % /i ffi ] K Al chal
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gz Ay, BT P AR eI A AR )
4, EHEARYE 2 M3 8oe g k
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B Bde B A i SE 50 iR . AR D0E X
ProbGuess(N) = Pr[(name,pwd) < UserGen(1*);
(pwd,,...,pwd ) < Adv(l',name):
pwd € {pwd,,---,pwd }] (1)

BT pwd MIEFEATTERMII S 73 A, BT Ee
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EX 2 #hfuAmEt™ FHx PR
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DL PC %5 S IR A €0, Tk k2 0 06 T ML i
N ARSI A, AT PC %5 7 biig
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retrieve PMSGRAFERINIERH Ky, $REEEMTH K
Fx} F-4AT authenticate 1o

output Xt FHIH ML b, #5 b=b, WK
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